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Proposed Security Models for Wellness Technology, Inc
	The contemporary corporate sector has dawned on the strategic importance of instituting strong governance, risk, and compliance (GRC) competencies in their department. An effective GRC model in an organization plays a critical role because of the ability to transform isolated programs, processes, as well as systems into enterprise-wide internal control structure (Chatzipoulidis, 2010). Subtle enterprise-wide internal control structures focus on improving risk management capabilities and awareness in an organization (Paul, 2013). Further, a reliable enterprise-wide internal control influences the caliber of security policy and interventions that bolster the protection mechanisms (ibid). A security policy document expresses the protection mechanisms that the system need to enforce. 
	Importantly, a Governance, Risk, and Compliance system enforces its security policy using models that achieve a triad objective of integrity, confidentiality, and availability. According to Paul, a security model is a specification of the existing security policies by defining the entities governed and the inherent rules (2013). Multiple security models are defined to accomplish different tasks. Specifically, models can be tasked to capture policies that relate to confidentiality or integrity. Others are defined to be informal, semi-formal, or formal in nature. The third category of security model refers to the system that applies to a static environment or addressing the dynamic types of access control. The three broad categories of security models play a critical role to map the abstract objectives of an information communication and technology (ICT) policy. 
Essentially, the choice of a particular security model needs to facilitate the cadre of GRC element to specify the explicit data structures and approaches necessary to achieve the pertinent objectives of security policy (Rajeswari, 2016). The subsequent report depicts a comprehensive compare and contrasts analysis for three security models that include State Machine Model, Bell-LaPadula Model, and Clark-Wilson Model. Ultimately, the report endeavors to recommend the most-suitable security model for Wellness Technology, Inc. from the three types of access control. 
Three Security Models 
	The choice of an Access Control Model merits because it determines if a subject has the authority to perform an operation on an object as stipulated in security policy. The three pertinent security models are derived from various clusters of access control structures that include Discretionary Acess Control (DAC) and Mandatory Access Control (MAC). 
A. State-Machine Integrity Model
State Machine Model is a Discretionary Access Control-based system used to grant and revoke permissions to the discretion of users and by-passing the system administrator control (Thron, 2008). The State Machine Model hinges on finite states of the machine to define the behavior, transition, and the action to occur within a state (ibid). A ‘state’ refers to the snapshot of the system at a particular moment in time. The machine transition from one state to another, which facilitates an administrator to capture and verify the overall security of the system (Panchal, 2016). Notably, a system is secure when the entire state transitions are secure irrespective of the caliber of input that occurs. The State Machine Model focuses on the integrity of the data because of the ability to monitor the status and prevent the system against slipping into an insecure state during the transition. The choice of the State Machine Model merits because it facilitates the GRC structure to monitor the level of security for the system. 
B. Bell-LaPadula Confidentiality Model
Bell-LaPadula is a Mandatory Access Control (MAC) caliber of the security model that aims to enhance the confidentiality of information in an organization. The MAC categories of security model are designed to enhance the security of classified documents in computer systems especially military-related because control access depends on the level of clearance for the user and classification of the object (Thron, 2008). The multiple levels of classifications represent the myriad security levels, which determine the user’s clearance and confidentiality of the data (ibid). Therefore, a high-level clearance facilitates a user to access the most confidential document in the system. David Bell and Leonard LaPadula of Mitre Corporation formalized the principles of Mandatory Access Control model. 
The Bell-LaPadula Security Model is defined as a formal mathematical description of mandatory access control. The Bell-LaPadula was developed in the 1970s for the purpose of eradicating information leakages in the military sector (Thron, 2008). Initially, the U.S.military utilized a time-sharing centralized server resulting in concerns about the confidentiality of the classified data in the system (Cankaya, 2011). The Bell-LaPadula model has three unique sets of rules that distinguish it from other MAC-based structures and harness the level of confidentiality in the system.
Further, the three rules influence the attributes of Bell-LaPadola Confidentiality Model. The first rule concerns the dominance relation rule establish the clearance level of user to a particular classification of file. A pertinent security rule that influences the relationship between the subject (user) and object (file) indicates the former has access to files of stipulated classification and below (ibid). Secondly, the discretionary security rule stipulates specific users are accorded assess to particular modes of access. Thirdly, the data flow-upward attribute of a Bell-LaPadula model aims to enforce the confidentiality element of access control because data move upward from the lower to higher classification level. The choice of a Bell-LaPadula Model hinges on the ability to harness the confidentiality of the data stored within the Wellness Technology, Inc. communication and security modules. 
C. Clark-Wilson Integrity Model
David Clark and David Wilson published a meticulous Mandatory Access Control (MAC) structure to enhance the integrity element of the data. The Clark-Wilson Integrity Model is a suitable security structure because it addresses the ability of unauthorized user (subject) to modify the files (Paul, 2013). Unauthorized access to the data files poses fundamental threats to the integrity of the classified files in a system, which makes the use of a Clark-Wilson Model (Panchal, 2016). Further, the Clark-Wilson Model is relatively exhaustive than other integrity-based security structures because it boosts the consistency of the GRC structure in an organization (Chatzipoulidis, 2010). Besides addressing the integrity of the data, the  Clark-Wilson Model ensures a high level of consistency in the internal and external GRC because of the ability to define the cadres of transactions in a system. 
Equally, the Clark-Wilson Model hinges on distinctive sets of rules to safeguard the consistency of data integrity in a system. The Certification (C) and Enforcement are the two set of rules used to guarantee the integrity objective (Rajeswari, 2016). The two rules focus on the Integrity Verification Procedure, which allows a system to implement the stipulated integrity policies (ibid). Ideally, the choice of a Clark-Wilson Integrity Model merits because of the access control-triple capability that encompasses the user, transformational procedure, and constrained data item (CDI) (Paul, 2013). Unique Technology, Inc. can incorporate the principles and rules of a Clark-Wilson Model to harness the integrity of external and internal data. 
The similarities of the Models
	The pertinent similarity among the three security models relates to the access control capability. The Access Control structures influence the policies that define the relationship of the subject (user), operation, and object (Thron, 2008). Importantly, the Bell-LaPadula Model and Clark-Wilson Model are similar because they focus on the Mandatory Access Control. The primary principle of MAC-based model is to control access to the system depending on the user’s clearance and classification level of the object (ibid). 
	Equally, the focus on the CIA-triad objective of the security model depicts similarity in the structures. Particularly, both the State Machine Model and Clark-Wilson Model focus on the integrity of the data in the system because they monitor the transition, as well as access to the object respectively (Panchal, 2016). Integrity is a profound element of CIA-triad that ensure the protection of information against unauthorized access and manipulation (ibid). Therefore, the State Machine and Clark-Wilson Model provide an opportunity to maintain internal and external consistency of data in a system. 
Differences in the Models
	Conversely, the three security models differ from the perspective of rule, purpose, and the primary focus on CIA-triad. Specifically, the primary role of the State Machine model is to define the behavior of a finite state, transition, and inherent actions that occur (Panchal, 2016). The Bell-LaPadula Model is a military-oriented structure that outlines the level clearance and confidentiality of the data in the system. The Clark-Wilson Model is a commercial-based structure defined to control the relation of the user, transformational procedure, and constrained data item (Panchal, 2016). The Clark-Wilson Model provides consistency in the protection mechanism of the system. 
[bookmark: _GoBack]	The second parameter depicts the differences of the three models relates to the CIA-triad. Particularly, the State Machine model and Clark-Wilson model concern with the integrity of the object element in a system. However, the two models accomplish the goal of integrity using a different set of rules. On the other hand, the Bell-LaPadula model concerns the confidentiality of the data because it aims to eradicate the leakage of classified information.  
Recommendation 
	The report recommends the adoption of a Clark-Wilson security model to influence the cadre of Governance, Risk management, and Compliance capabilities. Importantly, the choice of Clark-Wilson over the other security structures merits because the former is designed as a commercial module, which incorporates an access control triple elements (Panchal, 2016). Moreover, the Clark-Wilson model enhances the relationship among the users, transformational procedure, and constrained data item to ensure the consistency of the system (Rajeswari, 2016). An authorized user is denied the ability to change data without facing adequate resistance. 
	Concisely, the Wellness Technology, Inc. has an obligation to achieve consistency in harnessing the integrity of the data in the system. 
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